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DoD 5220.22-R
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FOREWORD

This regulation is issued under the authority of Department of Defense (DoD)
Directive 5220.22, "DoD Industrial Security Program," December 8, 1980. 1Its
purpose is to prescribe uniform procedures that ensure the safeguarding and
protection of classified information made available to industry.

DoD 5220.22-R, "Industrial Security Regulation,” February 29, 1984, including
Change 1, February 1, 1985, is hereby canceled.

The provisions of this regulation apply to the Office of the Secretary of
Defense (0SD), the Organization of the Joint Chiefs of Staff, the Military
Departments and- the DoD Agencies (hereafter referred to collectively as "DoD
Components"), and to other federal agencies. These DoD and Non-DoD Components
are collectively referred to as "User Agencies" within this regulation. Send
recommended changes to this regulation through channels to:

Director

Defense Investigative Service
ATTN: V0410

1900 Half Street, S.W.
Washington, D.C. 20324-1700

DoD Components may obtain copies of this regulation through their own
publication chamnnels. Other federal agencies and the public may obtain
coples from the Commanding Officer, Naval Publications and Forms Center,
5801 Tabor Avenue, Philadelphia, Pennsylvania 19120,

T SO -

THOMAS
Dire

FOREWORD
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Cl. CHAPTER1
GENERAL PROVISIONS

C1.1. INTRODUCTION

C1.1.1. Objective. The security of the United States depends in part on the proper
safeguarding of classified information released to industry. The objective of the DoD
Industrial Security Program is to ensure the safeguarding of classified information in
the hands of U.S. industrial organizations, educational institutions, and all organizations
and facilities used by prime and subcontractors, hereinafter referred to as "industry."”

The objective of this Regulation is to set forth policies, practices, and procedures of the
DoD Industrial Security Program used internally by the Department of Defense to
ensure maximum uniformity and effectiveness in its application throughout industry.
The "Industrial Security Manua for Safeguarding Classified Information (ISM)," DoD
5220.22-M (reference (a)), as acompanion document to this Regulation, is aDoD
publication that contains detailed security requirements to be followed by U.S.
contractors for safeguarding classified information. The ISM is made applicable to
industry by execution of the "DoD Security Agreement” (DD Form 441), and by direct
|reference in the " Security Requirements Clause' in the contract. Should there develop
any conflict ininstructions between the 1ISM and this Regulation, such conflict shall be
reported to the Director, Defense Investigative Service (DIS), ATTN: Deputy Director
(Industrial Security). Pending resolution, the provisions of this Regulation shall govern.

C1.1.2. Authority and Scope. This Regulation, authorized by the Secretary of
Defense under the authority of the National Security Act of 1947, as amended, is
established as aDoD Regulation published by Headquarters (HQ) Defense Investigative
Service (DIS) under the authority of DoD Directive 5220.22 (reference (a)).

C1.1.2.1. ThisRegulationis applicable to the OSD (including all of its boards,
councils, staffs, and commands), DoD Agencies, and the Departments of the Army, the
Navy, and the Air Force (including al of their activities), hereinafter referred to as User
Agencies (UAs), inal industrial security relationships with industry.

C1.1.2.2. The Secretary of Defense is authorized to act on behalf of the UAs
listed in paragraph C1.2.90.

C1.1.2.3. The DISshall administer the DoD Industrial Security Program on
behalf of all UAs.
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C1.1.2.3.1. The Regiona Directors of DIS have the authority and
responsibility for administration of the DoD Industrial Security Program within their
respective regions. The offices of the Directors of Industrial Security are designated
as the cognizant security offices (CSOs) for al contractor facilities within their
jurisdictions and are responsible for the performance of CSO functions prescribed in
this Regulation, except for certain security actions noted el sewhere herein that may be
performed by the Commander or Head of aUA installation or the Regional Directors of
DIS. Facility security clearances (FCLSs) shall be granted by the CSO.

C1.1.2.3.2. The Director, Defense Industrial Security Clearance Office
(DISCO), DIS, Columbus, Ohio 43216, shall assume responsibility for processing and
granting all industrial personnel security clearances (PCLS) (except for
contractor-granted CONFIDENTIAL clearances), including those PCLs for contractor
personnel located on aUA installation, and for maintaining anindustrial personnel
security clearance file (PSCF) of PCLs and FCLs.

C1.1.2.3.3. UAs have the authority and exercise the functions of, a
contracting activity as prescribed in this Regulation and the I1ISM, reference (a). Certain
of these functions, under the delegation of the Procuring Contracting Officer (PCO),
are performed by the Administrative Contracting Officer (ACO) (see Appendix 3).

C1.1.2.4. This Regulation implements the security policies established by the
Deputy Under Secretary of Defense for Policy (DUSD(P)) and establishes the
procedures, requirements, and practices concerned with the effective protection of
classified information in the hands of industry, including foreign classified information
that the U.S. Government is obliged to protect, in the interest of national security. UAS
are not authorized to require adifferent standard of industrial security than prescribed
herein, except as authorized in paragraph C1.1.16. Inaddition, this Regulation
implements the DoD Operations Security (OPSEC) Program established by DUSD(P) as
set forth in DoD Directive 5205.2, "DoD Operations Security Program,” (reference
(ggg)). Chapter 10 of this Regulation provides amplifying and procedural, guidance for
UAs when considering imposition of OPSEC requirements on industry.

C1.1.2.4.1. ThisRegulationis written in terms of the most common
situation where the contractor has access to, or possession of, classified information in
connection with the performance of aclassified contract. However, it is also applicable
to the safeguarding of classified information in connection with all aspects of
pre-contract activity, including preparation of bids and proposals and precontract
negotiations, and all aspects of post-contract activity. Moreover, the requirements are
equally applicable to the safeguarding of classified information not released or
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disclosed under aprocurement contract such as U.S. Government-sponsored
independent research and devel opment advance agreements or UA programs participated
in by afirm, organization, or individua on avoluntary or grant basis. Examples of the
latter programs are long-range scientific and technical planning programs and programs
designed to provide planning briefings for industry. Contractors participating in such
programs shall be advised of the following: "Therecipient shall safeguard all classified
material and shall provide and maintain asystem of security controls withinits
organization in accordance with the requirements of: (i) the Department of Defense
Security Agreement (DD Form 441), (ii) the ISM (attachment to DD Form 441), and
(iii) any revisions or changes to the ISM required by the demands of national security as
determined by the U.S. Government.” In such situations, the official of the UA, or
designee, who releases or discloses the classified information to the firm, organization,
or individual shal fulfill the responsibilities that this Regulation and the ISM (reference
(a)) assign to the contracting officer (such as, furnishing necessary classification
guidance, authorizing retention of classified material, and certifying contractors need to
attend classified meetings).

C1.1.2.4.2. Whenforeign classified information is made available to a
contractor by aUA in connection with aU.S. classified contract, procedures applicable
to U.S. classified information shall be used. However, when foreign classified
information is made available to U.S. contractors in connection with aforeign classified
contract, the responsibility for the actions that this Regulation and the ISM (reference
(a)) charge to the contracting officer and the contracting UA shall be as prescribed in
subparagraph C8.1.4.4.12. Responsibilities not specifically DoD 5220.22-R-assigned
In subparagraph C8.1.4.4.12. are reserved to the foreign government agency or foreign
contracting activity concerned.

C1.1.2.4.3. When areport is submitted in accordance with paragraph 6a
(18), I1SM (reference (@), the CSO shall contact the originator, or, where appropriate,
the authority releasing the classified material to the contractor to:

C1.1.2.4.3.1. Identify the source and contact for obtaining
classification guidance relating to the material

C1.1.2.4.3.2. Establish the contractor's need for the material;

C1.1.2.4.3.3. Determine the safeguards that are prescribed for the
protection of the material: and

C1.1.2.4.3.4. Determine the disposition instructions that are
applicable to the material. Upon receipt of the classification guidance and disposition
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instructions from the releasing authority, the CSO shall provide such information to the
contractor. UAs originating such material, or releasing or authorizing the release of
such material to contractors, shall assist CSOs in establishing appropriate guidance and
Instruction for contractors who receive classified material without proper guidance for
its protection and disposition.

C1.1.2.5. Any situation or emergency that indicates aneed for clarification,
modification, addition, or deletion to this Regulation shall be reported promptly,
together with recommendations, through channels to the DIS, ATTN: Deputy Director
(Industrial Security). Temporary action is authorized to be taken by aUA to safeguard
its classified information in an emergency situation.

C1.1.2.6. This Regulation shall not be construed to limit in any manner the
authority of the Secretary of Defense, the Secretaries of the Army, the Navy, and the
Air Force, or the Heads of UAs individualy, to grant access to classified information
under the cognizance of their Department or Agency, to any individua designated by
them. The granting of such access is beyond the scope of the DoD Industrial Security
Program.

C1.1.2.7. The Deputy Director (Industrial Security), HQ DIS, is responsible
for the implementation and administration of security procedures applicable to the
transmission of SECRET material by commercial carriers.

C1.1.2.8. The Commander, Military Traffic Management Command (MTMC)
Is responsible for the implementation and administration of security procedures
applicable to the transmission of CONFIDENTIAL materiel by commercial carriers
within the continental U.S. (CONUS). Designated Commanders will provide this
service in prescribed areas outside the CONUS (also see Appendix 6).

C1.1.2.9. All U.S. Arms Control Disarmament Agency (ACDA) contracts
involving contractor access to RESTRICTED DATA are, by separate agreement between
ACDA and the Department of Energy (DOE), the responsibility of the DOE.

C1.1.3. Superseded Regulation. This Regulation supersedes the ISR dated
|February 1984 and Changes thereto.

C1.1.4. Responsibilities. Security responsibility for contracts awarded to industry
Is set forth below (see Chapter 8 for contracts awarded to foreign industry).

C1.1.4.1. The contractor is required to comply with the security provisions of
the ISM (reference (a)) and with any additional security requirements established by the
contract, regardless of the geographical location of the classified material.
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C1.1.4.2. Withinthe U.S,, Puerto Rico, or aU.S. possession or trust territory,
the Deputy Director (Industrial Security) shall assume security cognizance for all
contractor facilities within the region, and shall perform CSO functions prescribed in
this Regulation on behalf of all UAs with respect to all contractor facilities within the
region. However, in the case of contractor facilities located on aUA installation,
certain security actions may be performed by the Commander or Head of the installation
concerned (see paragraph C1.1.9.). The Director of Industrial Security, Pacific Region,
Is assigned security cognizance for contractor facilities performingin U.S. trust
territories or possessions in the Pacific area, and the Director of Industrial Security,
Southeastern Region, is assigned security cognizance for contractor facilities
performing in Puerto Rico, and U.S. possessions in the Atlantic and Caribbean areas.
The appropriate CSO may make the necessary arrangements with the Commander or
Head of the UA installation located closest to the contractor's operations to perform
industrial security supervision and inspections of such, operations on his or her behalf.
Upon completion of the arrangement, the CSO will notify the HQ activity of the UA
installation involved and the Deputy Director (Industrial Security). HQ DIS, as to the
identity and the location of the Commander or activity performing the required
industrial security supervision. If the above arrangements are not feasible, a security
representative from the appropriate CSO shall make the required security inspections.
The frequency of such inspections may be modified with the approval of the Deputy
Director (Industrial Security), HQ DIS.

C1.1.4.3. Outside the areas enumerated in subparagraph C1.1.4.2., above, the
UA awarding the classified contract shall assume responsibility for all security aspects
of contract supervision (see paragraph C1.1.17.) unless the UA requests this
responsibility be undertaken by DIS.

C1.1.4.4. The Director, DISCO shall assume responsibility for al industrial
PCL functions prescribed by this Regulation. Except in cases pertaining to owners,
officers, directors, partners, regents, trustees, or executive personnel (OODEPs), which
are transmitted through the CSO, contractors deal directly with DISCO on all PCLSs,
transfers of PCLs, and issuances of security assurances. The DISCO shall:

C1.1.4.4.1. Process andissue PCLs for contractor personnel, including
those employees located on UA installations;

C1.1.4.4.2. Maintain the PSCF of contractor FCLs and PCLS;

C1.1.4.4.3. Onrequest, furnish PCL information on contractor
employees, including those on UA install ations;
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C1.1.4.4.4. On application by aU.S. contractor, make asecurity assurance
determination predicated upon a L etter of Consent (LOC) (DISCO Form 560); and

C1.1.4.4.5. Advisethe Commander or Head of aUA installation whenever
the security clearance for acontractor employee, who is duty stationed with acontractor
|activity on hig’her installation, has been suspended, denied, or revoked.

C1.1.4.5. When shipping SECRET material by commercial carrier, UAs are
from MTMC, and responsible for obtaining the necessary routing instructions for
utilizing acarrier that has been qualified by MTMC and has been granted an appropriate
FCL by the CSO. The MTMC, in turn, shall be responsible for ensuring that aqualified

carrier, which has been granted an appropriate FCL by the CSO is used,! except where
use of prepaid commercial bill of lading (CBL) has been authorized in the appropriate

contract or approved by the contracting officer concerned.? SECRET material shall be
shipped by Government bill of lading (GBL) or CBL annotated thereon: "To be
converted to aGovernment Bill of Lading." Inaddition, the notation, "Protective
Security Service Required,” shall be reflected on all copies of the bill of lading (BL).
An annotated GBL must be converted to aCBL before payment is made. The BLs will
be maintained in asuspense file to follow up on overdue or delayed shipments.

C1.1.5. Arrangement of Regulation. This Regulation covers the essential policies
and procedures with respect to safeguarding classified information. It is divided into
chapters, sections, and paragraphs. Each chapter is designated by subject, and covers a
separate aspect of industrial security. The sections are designated by title and contain a
breakdown of the subject covered by the chapter into related divisions. The paragraphs
are afurther division of the sections. The Regulation is designed to permit subsequent
insertions of additional sections and paragraphs within the appropriate chapter.

C1.1.6. Amendment of Regulation. This Regulation will be amended from time to
time. Unless otherwise specified in any amendment, compliance with an amendment
shall not be mandatory until 30 days after date of publication, athough compliance shall
be authorized from the date of its publication.

1 Non-DoD UAs may issue their own routing instructions; however, when doing so they will ensure that only commercia
carriersthat have been qualified by MTM C and granted an appropriate FCL by the CSO are utilized.

2 Insuch cases, the SECRET shipment shall be routed viaacleared commercid carrier under atariff, tender, or contract that
provides PSSin accordance with DoD 5220.22-C (reference (b)).
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C1.1.7. Distribution and Use of Regulation. This Regulation is intended for the
use and guidance of industrial security and procurement activities of the UAs. It shall
be distributed through normal channels to staff and operating activities concerned with
industrial security and procurement matters. This Regulation is not applicable to
industrial management, and is not intended for distribution to industry. Parts or all of
this Regulation may be made available to industrial management, when judged to be in
the interest of aUA.

C1.1.8. User Agency Procedures Under This Regulation. UAs may augment this
Regulation by prescribing more detailed regulations and operating instructions as may be
required and that are not inconsistent with this Regulation. The application of these
procedures shall be guided by the twofold objective of establishing uniformity and
mai ntaining maximum security, consistent with the accomplishment by each UA of its
assigned mission. Two copies of each implementing regulation or instruction issued by
aUA shall be furnished to the Director, DIS, ATTN: Deputy Director (Industrial
Security) for information.

C1.1.9. Contractor Activities on aUser Agency Installation

C1.1.9.1. The Commander or Head of aUA installation shall provide security
supervision of contractors and their employees located on the installation as follows:

C1.1.9.1.1. For installations located outside of the U.S,, Puerto Rico, or a
U.S. possession or trust territory, the contractor and his or her employees shall be
considered to be visitors. Insuch cases the procedures set forth in subparagraph
C1.1.9.5., below, shall apply.

C1.1.9.1.2. For installations located within the U.S,, Puerto Rico, or a
U.S. possession or trust territory, the contractor and his or her employees shall be
considered to be visitors, or the Commander or Head of the installation may elect to
declare the contractor activity afacility under one of the following criteriaif the:

C1.1.9.1.2.1. Contractor's operation is sufficiently complex to
warrant assignment of an area such as asuite of offices, abuilding or portion thereof, or
asegregated work area;

C1.1.9.1.2.2. Contractor's operationis to be of aquasi-permanent
nature;

C1.1.9.1.2.3. Contractor maintains management control over his or
her operations; or
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C1.1.9.1.2.4. Contractor is inaposition to maintain separate security
procedures. FCLs shall not be established on the installation solely for the purpose of
permitting acontractor entry authorization into acontrolled area unless access to
classified information is required in the performance of the contract.

C1.1.9.2. If,inlight of the foregoing, the Commander or Head of the UA
installation decides that the contractor's on-installation activity requires aFCL, he or
she shall request the CSO in whose geographical areathe installation is located (see
Appendix 2 for listing of CSOs and boundaries) to assume security cognizance of the
facility. The Commander or Head of the installation shall request the CSO to perform
all cognizant security functions provided for in this Regulation, or he or she shall notify
the CSO inwriting that he or she has elected to perform the following security actions.

C1.1.9.2.1. Accomplishthe FCL survey and furnish the CSO acopy of the
"Facility Security Clearance Survey" (DD Form 374), the DD Form 441 or the
"Appendage to Department of Defense Security Agreement” (DD Form 441-1), the
"Certificate Pertaining to Foreign Interests’ (DD Form 441s), and exclusion certificates,
as required.

C1.1.9.2.2. Ensure that the contractor has prepared astandard practice
procedure (SPP), covering the contractor's operations on the UA installation.

C1.1.9.2.3. Ensure that the contractor observes required security controls
through periodic inspections in accordance with the schedule prescribed by paragraph
C4.1.4., and furnish to contractors letters of requirements resulting from such
inspections, if appropriate.

C1.1.9.2.4. Ensure that the contractor maintains engagement control over
his or her operations.

C1.1.9.2.5. Ensure that prompt remedial action is taken where security
conditions are deficient in the contractor's operation.

C1.1.9.2.6. Review, when appropriate, contractor control of incoming
visitors to contractor facilities on the installation.

C1.1.9.2.7. Ensure that the DoD security education programis
implemented by the contractor and, as required, conduct defensive security briefings
required by paragraph 5u, ISM (reference (a)).
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C1.1.9.2.8. Conduct investigation of contractor security violations,
including loss, compromise, or suspected compromise of classified informationin
accordance with Chapter 5. If the services of agovernmental investigative agency are
required, request services from the appropriate military investigative agency.

C1.1.9.2.9. Furnishto the facility, guidance on the application of security
requirements including establishment or disestablishment of closed or restricted areas.
Requests from the contractor for interpretations of the requirements of the ISV shall
be forwarded to the CSO.

C1.1.9.2.10. Request from DISCO interim PCLs for contractor personnel
when required to prevent crucial delay in the negotiations or performance of the
contract.

C1.1.9.2.11. Ensure that the contractor reports promptly to the CSO and
the Commander or Head of the UA installation any incidents that involve espionage,
sabotage, subversive activity, or the loss, compromise, or suspected compromise of
classified information.

C1.1.9.2.12. Recommend to the CSO the termination, revocation, or
suspension of the FCL, as appropriate.

C1.1.9.2.13. Conduct the briefing and debriefing of the facility security
supervisor (FSO), the COMSEC custodian, and alternate COM SEC custodian when there
Is aCOMSEC account or there is arequirement to establish a COMSEC account (see
paragraph C2.3.15.). Brief and debrief only the FSO if no COMSEC account is
required.

C1.1.9.3. When the security actions outlined in subparagraph C1.1.9.2., above,
are performed by the Commander or Head of the installation, the following actions shall
be accomplished by the CSO:

C1.1.9.3.1. Grant the FCL to the contractor provided the pre-clearance
survey has been completed and the required forms are in order.

C1.1.9.3.2. Assignanindustrial security specialist to accompany the
installation security inspector during special or scheduled inspections upon request or
as otherwise appropriate after coordination with the Commander or Head of the UA
installation.

22 CHAPTER 1



DoD 5220.22-R, Dec. 4, 1985

C1.1.9.3.3. Verify FCL and safeguarding ability, when requested (see
subparagraph C1.1.11.2.).

C1.1.9.3.4. Terminate, revoke, or suspend FCLSs, as appropriate.

C1.1.9.4. Reports of initial "Facility Security Clearance Survey," recurring
Inspections reported on "Industrial Security Inspection Report” (DD Form 696), letters
of requirements to the contractor, and reports resulting from investigations conducted in
accordance with Chapter 5 shall be exchanged between the Commander or Head of the
UA installation and the CSO.

C1.1.9.5. If the Commander or Head of the UA installation does not elect to
clear contractors on his or her installation as facilities, he or she shall provide
appropriate security supervision and shall be responsible for the following:

C1.1.9.5.1. Provide written instructions specifying those security actions:

C1.1.9.5.1.1. That will be performed for the contractor by the
installation, such as providing storage facilities, guard service, mail and freight services,
and visit control; and

C1.1.9.5.1.2. For whichjoint action may be required, such as the
packaging and addressing of classified transmittals, and control of visitors.

C1.1.9.5.2. Ensure that the contractor has prepared a SPP covering the
contractor's activities on the UA installation, if appropriate.

C1.1.9.5.3. Ensure that the contractor observes required security controls
through periodic inspections in accordance with the schedule prescribed by paragraph
C4.1.4., and furnish to contractors letters of requirements resulting from such
inspections, if appropriate.

C1.1.9.5.4. Ensure that prompt remedial action is taken when security
conditions are deficient in the contractor's operation.

C1.1.9.5.5. Ensure that the DoD security education programis
implemented by contractors and, as required, conduct defensive security briefings
required by paragraph 5u, ISM (reference (a)).

C1.1.9.5.6. Conduct investigation of contractor security violations,
including loss, compromise, or suspected compromise of classified information.

23 CHAPTER 1



DoD 5220.22-R, Dec. 4, 1985

C1.1.9.5.7. Conduct the briefing and debriefing of the FSO, the COMSEC
custodian, and alternate COM SEC custodian when there is a COMSEC account or there
is arequirement to establish a COMSEC account (see paragraph C2.3.15.). Brief and
debrief only the FSO if no COMSEC account is required.

C1.1.9.5.8. Furnishto the contractor guidance on the application of
security requirements to the contractor's operations.

C1.1.9.5.9. Forward requests from the contractor for interpretations of
the ISM (reference (a)) to the CSO.

C1.1.9.5.10. Request from DISCO interim PCLs for contractor
personnel, when required, to prevent crucial delay in the performance of the contract.

C1.1.9.5.11. Ensure that the contractor reports promptly any incidents
that involve espionage, sabotage, subversive activity, or the loss, compromise, or
suspected compromise of classified information. Inaddition, the CSO of the visiting
contractor's facility shall be advised concerning the incident.

C1.1.9.6. For those installations located outside of the U.S,, Puerto Rico, or a
U.S. possession or trust territory, where the Commander or Head of the UA installation
has relinquished security responsibilities to DIS, the Office of Industrial Security
International (OISI) and/or the appropriate CSO will be responsible for ensuring that the
security actions outlined in subparagraph C1.1.9.5., above, are accomplished.

C1.1.10. Expenditure of Funds for Security. The CSO shall not commit the
Government to reimburse the management of afacility for funds expendedin
connection with the facility's security program. Inthe case of a
cost-reimbursement-type contract, the allowability of security costs is determined by
the contracting officer in accordance with the terms of the contract and with the cost
principles of the Federal Acquisition Regulation (FAR) (reference (gg)). Under a
fixed-price contract, the initial contract price includes all applicable security costs. An
equitable adjustment may be made in the initial contract price when, as indicated in the
contract security clause, the security classification or security requirements under the
contract are changed by the Government and the change results in an increase or
decrease in the contract price.
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C1.1.11. Disclosure of Classified Information to aContractor by User Agency
Contracting Activities

C1.1.11.1. Prior to the disclosure of any classified information to afacility,
the contracting activity of the UA shall determine that the contractor's facility has a
vaid FCL equal to, or higher than, the category of classified information to be
disclosed. If the facility will be required to have physical possession of classified
material, the contracting activity shall also determine that the facility has the ability to
properly safeguard the classified information to be disclosed to, or developed by, the
facility. (This determination may be made at the same time as the FCL verification.)
Such determinations shall be based on the:

C1.1.11.1.1. Contracting activity's knowledge of the ability of the facility
to adequately safeguard the material to be developed or released, based upon acurrent
contractual relationship involving classified material of the same or higher category as
that to be released or developed under the new contract or program; or

| C1.1.11.1.2. Written verification by the Personnel Investigations Center
(PIC) - Central Verifications Activity (CVA),2 mailing address:

Defense Investigative Service
PIC-CVA

P.O. Box 1211

Baltimore, MD 21203-1211
Telephone Number: (301) 633-4820

or the CSO if appropriate, of the safeguarding abi